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Agenda

* Continue transient execution mitigations
* Talk about hardware security modules




Recall Spectre v2 (BTB Injection)

‘ ; Attacker code

Train_jump:

Branch Target Buffer (BTB)

. . PC predicted
jmp Train_target Tag Valid target PC

5 ----CONTEXT SWITCH---

|:> ; Victim code

Victim_jump:

LN
H

jmp rax

Train_target:

secret = arrayl[x]

[ target
y = array2[secret*4096] match valid g




Deployed Hardware Fixes: eIBRS

elBRS stands for Enhanced Indirect Branch Restricted

Speculation
* Intention: isolate BTB entries across privilege
levels.

Branch Target Buffer (BTB)

predicted
ID Tag Valid target PC
) L] L)
: : :
K/U
match match valid target


https://www.intel.com/content/www/us/en/developer/articles/technical/software-
https://www.intel.com/content/www/us/en/developer/articles/technical/software-

Examine the Security Properties

Branch Target Buffer (BTB)

predicted
ID Tag Valid target PC

What do we mean by isolation?

* Property #1: \/
» Kernelspace indirect branches do not

use branch target inserted by
userspace code.

* Property #2: x =

* Userspace code does not interfere
with Kernelspace indirect branch
predictions©

Doés elBRS achieve

property #27? If not,
counterexamples?

LN
H

match match valid target



Surprise 1: How Does BTB Actually Work?

Branch PHR(Pattern
Source e Branch Target Buffer (BTB)

T~ predicted
=" ID Tag Valid  target PC
| _hash I

+
D e ——

* PHR K

* History information of previous jump
instruction, including jump sources and

targets | | | |

* How does PHR improve syscall —
performance? ‘[’
* E.g., System calls share a single entry point, match match valid target

but will jump to many handler functions



Branch History Injection

Branch
Source

Branch Target Buffer (BTB)

predicted
Tag Valid target PC

Look at the property again:

* Property #2:

* Userspace code does not
interfere with Kernelspace
indirect branch prediction.

e

match valid target



https://www.vusec.net/projects/bhi-spectre-bhb/
https://www.vusec.net/projects/bhi-spectre-bhb/
https://www.vusec.net/projects/bhi-spectre-bhb/
https://www.vusec.net/projects/bhi-spectre-bhb/
https://www.vusec.net/projects/bhi-spectre-bhb/

Bypassing elBRS

 Attacker controls PHR
* Can redirect control flow to any legitimate branch in the kernel
* Exploitable?




Exploit

- EBPF

— User uploads hardened, verified code into the kernel

» Accessed via indirect jump!
— Normally operates on bpf_socket struct pointer passed via rdi
— Speculatively operates on stack-saved user registers referenced
by rdi
— Attacker uploads an EBPF module that is a disclosure gadget
and a legitimate branch target in the kernel



Surprise 2: Consequences due to Retpoline

. o Listing 3 Linux implementation for the Spectre v2 mitigation
Before jmp *%rax before version 5.14 on Intel processors depending on eIBRS
hardware support. The shown example is taken from the

retpoline S s I
indirect jump in charge to execute the correct syscall handler
1. call load label stored in the sys_call_table.
- | do_syscall_64:
2 i e
2.capture_ret_spec: 3 mov rax, [sys_call_table + rax*8]
4 call _ x86_indirect_thunk_rax
3. pause ; LFENCE
2 1 ;with eIBRS support o
After 4. Jmp capture_ret_spec o ool Criomeit Sl ams Perfect victim branch
retpoline 3 Jmp xax for BTB attack
5. 1oad_labe1 5 1 ;without eIBRS support (retpoline)
o, o, 2 __x86_indirect_thunk_rax:
6. mov %rax, (%rsp) §3 i
7. RET 4 A: pause
5 1fence
6 jmp A
7 B: mov [rsp], rax
8 ret



https://support.google.com/faqs/answer/7625886

Summary: The Cat-and-Mouse Game

Why did hardware designers fail to make elBRS
secure?

l Why did you write bad code in
Linux kernel for Retpoline?

05 Spectre v2 (BTB Injection)

You said elBRS can

' elBRS “Isolate”!

/

65 Branch History Injection

0010110
07,
| oz

Retpoline

55 Consequences due to Retpoline eIBRS




Solution

* Goal: communicate security property achieved by hardware defenses
* The bad example: elBRS -> unclear what exactly “isolation” mean...

* Alternative approaches:
e Approach 1: Show SW people all the HW implementation details

e Approach 2: define new SW-HW contracts @




SW-HW Contracts for
Secure Speculation




Contract #1: Make Speculation Invisible

 |dea: make speculative executed instructions’ microarchitecture
effects invisible by the attacker

e Examine program examples

sec = 1d x

sec = ld x dummy = 1ld sec

if (false)
sec = 1d x if (false) '
dummy = 1d sec dummy = 1d sec if ('F315e>

Secure if using
invisible speculation?

.'\\/,,

constant-time programming? ii I i i

\'\/"'

Do they follow



Speculative Non-interference

* New contract for security

* Property:
* if the SW does not leak under the constant-time programming model
» then the HW should ensure no secrets leaked under speculation




Speculative Non-interference

* Some notations
e P:adeterministic program
* Myyp: public memory and inputs
* Mg secret memory and inputs
* O: microarchitecture observation (traces)
* Property:
* if the SW does not leak under the constant-time programming model
* then the HW should ensure no more secrets leaked under speculation

Execute program sequentially,
monitor memory addresses.

A P; Mpub: Msec: M,sec:
|F Oseq (P, Mpubl MSGC) — Oseq (P, Mpubr M,sec)

— / E lativel
THEN Ospec(PJ Mpubr Msec) - Ospec(P: Mpub: M sec) xecgte program speculatively,
monitor memory addresses.




Defense #1: InvisiSpec

Insecure Baseline Invisible Speculation

if (false) Core | @ Core I
|

dummy = 1d sec //Tx

F . P@isible?
R ]
[ ] *s
e a9
ald el
Rest of Memory System

Rest of Memory System




Speculative interference attack

* 2 ideas

* mis-speculated younger instructions can change the timing
of older, bound-to-retire instructions, including memory
operations.

e changing the timing of a memory operation can change the
order of that memory operation relative to other memory
operations, resulting in persistent changes to the cache
state



Frontend |
I

non-spec instrs;

if (i < N) { // mispredict
(Wsecret = A[i]; // M1
(@Qk = B[secret*64]; // M2
(3)spec dependent instrs(k); } \Jgg)ﬂ CDB
(a) (b)

=

non-spec instrs: secret |4x LdY .~
L= *X- —— 1 —— )
_ oy, LdY LdX  vismRru iff
= Y g == 0 —*—*—
(c) (d) time —» secret == 1




Defense #2: GhostMinion

#1: Invisible Speculation
#2: Prioritize Older Instructions through Timestamps

Timestamp k‘ ‘

speculative (based on decode time) Core
interference Y = //delay O T
attack —
L1 | Invisible
1d y //Rx 1 Buffer

if (false) 2

BN

Rest of Memory System

1d sec //Tx 3




Summary: The Cat-and-Mouse Game

2018 Spectre

2019 @@ InvisiSpec
Y Delay-on-Miss ...

2020 Speculative interference attack
2021 GhostMinion

2023 New variant of speculative interference attack




Summary of SW-HW Contracts

vV P, MpubJ Moo, M' oc, /Describe what SW needs to achieve
IF Oseq (P: Mpubr Msec) — Oseq (P: M’pub: M,sec)
THEN Ospec(Pr Mpubn Msec) = Ospec (P, MpubJ M’sec)

Describe what HW needs to achieve for
only the SW that satisfies the IF statement

* The payoff: we can check security properties for SW and
HW independently



Hardware Security Modules

 Hardware can offer security primitives we cannot achieve
with only software




Secure Processors/HSM

1980 1981 2005 2012
Berkeley FISC  Stantond MIPS Intel and AMD add harware  Infel acks support for SMAP 2015
1967 1969 pro@cteging  project begins suppen for winualzabon {Supervisor Mode Access Prevention] Intol introguces MPX (Memory
PP EE—— - )
Multics OS inroduces Terex supports ful 2002 2011 Frotection) ISA exinsions 1o
protection fings and invents  virtusl memary JBM ThinkPad T30 acheres | Imisl adds support ior SMEP PP runime poinier bounds
i NOLoN of privilkeges I_ 1979 10 TPM (Trusted Platiomm (Supervisor Mode Execution Prevention) checkng
DEC allows usér and o) siandasd, 2016
1961 kernel code o shane - Yo AMD prowsdes hardwana
Burroughs BS000 same address space n il and hay 8 acceleraled virtual machine
introduces i tag bitto RSTSE 0S | ¢ ancryption with SEV (Secure
distinguish control words Encryplion Viruakizasion)
oM rumiic woeds
1964 1997
1BM 4758 introckuces hardw
IBM Sysiem360 uses 4-oit — . AMD introduces SME (Secure
Mmony protéction kirys EryplograRRe: Computation y -
Intel B0AS introduced. L hasdwire acceloraled support
1969 Includes: nation of 2000 ! acogierated suppon far snorypt system mamary
Burroughs BESOD extands
priviege ringe AMD adds support for NX *rio- for AES encrypiion
lags 10 be thooe bits ongs 2015
execube” it in xB6-64 [SA
1981 2012 Ited introcuces SGX (Software
1970 Wninl WPX £33 inbroduces 2002 Iried s support Guard) E3A extensions, which
IBM Sysiem370 supporis hardware and microcode support  ARM introduces TrusiZone, a Trusted Execution for random rmber grve users [ne abilty 10 sxecute
a lack & key mechanism for object-orlented programming  Enveonment (TEE) intended for cution ion with the code in secure "snclaves”
for mamory accesses and capabdity-based acddessing and DRM (Dugital Rights Managament) support RDRAND instnuction
Figure 1: Sixty years of hardware support for security



https://www.cs.columbia.edu/~simha/ch1_supplement.pdf

Security Context #1

STEAERENRCIDEXEFH R EENE N PP NS I E RGATKESTIRGES) X

C  Q You have too many tabs open. [0 013 0:00.32 Jucr/\ih/cystemsystand --swisehed-1
0 0. 118 /usr/lib/systend/systend-journald
o N /usr/sbin/lvmetad -f
/usr/Lib/systend/systend-udevd

/sbin/auditd -n

/sbin/audispd
Jusr/shin/sedispatch
/usr/shin/alsactl -s -n 19 -c

/usr/libexec/accounts-daemon
3

/usr/shin/rsyslogd -n
/sbin/rngd -f
/bin/dbus-daenon --systen --address=s|
F9 F10

* Problems:
* Running random applications together with security-sensitive applications

» Software can be buggy (or sometimes malicious




Isolation

Process 1 Process 2

0OS/Hypervisor
enforced isolation



Linux Kernel Bug Lifetime Distribution (n=9,849)

60
50.0%
(4,926)
50
«~ 20% of bugs hide for 5+ years
40

Percentage of Bugs
8

20
12.0% 13.3%
) 10.7% (1,309)
230 (1,051)
10 6.7%
- b - (658)
0

Bug Lifetime (years)

Can we do better than software-based isolation?



Physical Isolation

1

11 Y
Secure

Normal Processor

Processor




Secure Co-Processors

e Before IBM 4758 (1999):

* Crypto accelerators (AES, RSA, etc.)

S11800% * Store crypto keys inside the accelerator
(1110 1]]

- - - - * Want to run more applications on the co-processor
- e =  +|BM 4758 (1999) -- 4765 (2012)
- - TIIIL * Programmable secure co-processor

innnns Secure * |dea: create a virtual locker room

Normal Processor

Processor




Secure Co-Processors

TRIRT

- - . (TINN]] _

= =, Iml:

- =@ = 2

| |

- - (TINN]]
plably Secure
Normal Processor

Processor

General-purpose processor, rather
than ASIC, with isolated DRAM.

Hardware lock, resilient against
physical attacks to modify firmware

Physit_:al 486
security processor
sensing and

and PC support
response

‘ 4

DRAM

RAM

3 '

Data
+ encryption
standard

Routing
control
and
FIFOs

L » Modular I generator

Hardware locks

Random-

VI Real-time

clock
math

—

Physical security boundary

= PCI bus interface

E

Host PCl bus I

Narrow interface, only interact with
external worlds via APIs
(keys do not leave the co-processor)




Secure Co-Processors

e Before IBM 4758 (1999):

* Crypto accelerators (AES, RSA, etc.)
118008 * Store crypto keys inside the accelerator

- - _ a— * Want to run more applications on the co-processor
- e =  +|BM 4758 (1999) -- 4765 (2012)
- - TIIIL * Programmable secure co-processor
innnns Secure * Idea: create a virtual locker room
. ?
Normal Processor Problem?
Processor * The SOFTWARE! Bad programmability.

Need to find a middle ground: run selected
applications that offer strong security functionality




Trusted Platform Module (TPM)

* “Commoditized |IBM 4758”: Standard LPC
interface attaches to commodity motherboards

Platform Attestation
Non-Volatile
Configuration Identity

Register (PCR) Key (AIK)

Storage

Communications

Random

Number
Engine l Generation @l Engine
Generator

Trusted Platform Module (TPM)

Tamper-Protected Packaging

https://scotthelme.co.uk/upgrading-my-pc-with-a-tom/



https://scotthelme.co.uk/upgrading-my-pc-with-a-tpm/
https://scotthelme.co.uk/upgrading-my-pc-with-a-tpm/
https://scotthelme.co.uk/upgrading-my-pc-with-a-tpm/
https://scotthelme.co.uk/upgrading-my-pc-with-a-tpm/
https://scotthelme.co.uk/upgrading-my-pc-with-a-tpm/
https://scotthelme.co.uk/upgrading-my-pc-with-a-tpm/
https://scotthelme.co.uk/upgrading-my-pc-with-a-tpm/
https://scotthelme.co.uk/upgrading-my-pc-with-a-tpm/
https://scotthelme.co.uk/upgrading-my-pc-with-a-tpm/
https://scotthelme.co.uk/upgrading-my-pc-with-a-tpm/
https://scotthelme.co.uk/upgrading-my-pc-with-a-tpm/

Apple Secure Enclave

* Advantage: one company controls both the hardware and the software

* Apple secure enclave runs a customized formally verified micro-kernel OS

Advanced power High-efficiency High-performance Secure Low-power video Neural Engine
management CPU cores CPU cores Enclave playback

Advanced High-performance

High-bandwidth display engine GPU

caches HDR imaging
HDR video
processor

Cryptography

acceleration Gen4 PCl
‘ M 1 Express

High-performance
video editing
High-performance Always-on Performance
unified memory processor controller
Thunderbolt / USB 4
controller

Machine learning High-quality image Low-power High-performance High-efficiency audio Advanced
accelerators signal processor design NVMe storage processor silicon
packaging




Encrypt enclave data and
only decrypt at the memory
protection engine

NAND flash storage DRAM
°0

Memary controlior

NAND flash controller gu—

Application Processor

TRNG

* Only run secure enclave

Secure Enclave '
AES Engine
Secuatrcime W Memoy Poecin functionality, no user code
* Block vulnerabilities due to software

PKA

bugs (running L4 microkernel)
Block uarch side channels

Secure Enclave
System on chip

Secure Norwolatile Storage

From Apple Platform Security (Page 5-96)



https://help.apple.com/pdf/security/en_US/apple-platform-security-guide.pdf
https://help.apple.com/pdf/security/en_US/apple-platform-security-guide.pdf
https://help.apple.com/pdf/security/en_US/apple-platform-security-guide.pdf

Make Physical Isolation More Flexible?

!

11T
Secure AR

r can switch ween
Normal Processor A Processor can switch betwee
Processor Normal and Secure Modes




The Trends (isolation with some sharing?)

CPU Core A
Co-processor
Normal World (REE) Secure World (TEE) ﬁ Registers

- N
12Asc<,'2f>H DRAM

Ring 3

________________

user mode:

i| user mode: App i

g

. TEE App
Rlng 0 : kernel mode: 3 <:> v <::>H S
Guest OS || kernel mode: OS |! TEEAdciial <:::> é
Guest OS  —— / % g
AV 1 hyp mode:
Rin g -1 - Hypervisor l
Hypervisor \ \ \ . e J | X KoDIRNG|| Peripherals
smc l lsmc
A\ \ 1
Rlng -2 SMM monitor mode: Secure Monitor Mode - aic R——
v [ Normal worid

Hardware

ARM TrustZone

Intel SGX model



Security? Usability?

—_—

Fixed Design (Static) Flexible Design (Dynamic)
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