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« How SGX protects memory
« Attacks against SGX




Secure Remote Computing
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. Remote Computer
* Example: DNA Analysis managed by untrusted

infrastructure provider
Q Private data

Software Provider Private result

Data Owner

How can | keep my data private without trusting the host
0OS/hypervisor/SMM?



Hardware Solution

Remote Computer
* Move TCB to Hardware ... managed by untrusted

infrastructure provider

Q Enc(x); Function f Container runs

Q trusted software

1. Decryptto get x

Software Provider Enc( f(x) ) 2. Compute f(x)
Data Owner 3. Encrypt f(x)




Software Guard Extensions (SGX) Security Model
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Software Guard Extensions (SGX) Security Model

Quote includes:

* “measurement”
* Data

* Allsigned by a private key

Remote
Client



Software Guard Extensions (SGX) Security Model
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Secure Remote Computation Achieved!

Remote Computer
managed by untrusted
infrastructure provider

Q Enc(x); Function f Container runs

Q trusted software

1. Decryptto get x
Software Provider Enc( f(x) ) 2. Compute f(x)
Data Owner 3. Encrypt f(x)




Trusted Platform

AK: Attestation Key

Data Owner’s Computer Endorsement Certificate

Secure Container

Initial State
Key exchange: A, g"u‘ Public Code + Data
Key exchange: B, gA

i AB
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M = Hash{Initial State)

Shared key: K = gAB
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Original purpose of SGX

- DRM

Software cracking:

— Hackers modify binaries or extract product keys in order to
redistribute software illegally

Binary is unpacked and product keys are verified in an enclave

Still used by blue ray
— 4K Ultra HD Blu-ray discs still SGX for authorized playback on PCs.
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Privileged Software Attacks



Operating Systems

rocess rocess rocess
P - P - P - Application Binary
Interface (ABI)
OS Kernel
ISA
Hardware
Processor  Memory Disk Network card Display Keyboard




What Does Privileged SW Do?

./helloworld

e Operations at launch time:
* Create a process (PID, status, etc.)

* Create avirtual address space: allocate memory for stack, heap, 55
code region, set up the page tables

* Setup file descriptor for input and output &
* Load the binary into the code region, and linked libraries if 55

needed 65

* Transfer the control to user space



What can a privileged software attacker do?

* A non-comprehensive list
* Modify the code to be executed

Monitor the whole execution process and data in register and in memory
Modify data in register and memory
Intercept |0, eavesdrop and tamper with the communication




Interrupt Handling

* Switch from user space to kernel space
* Remember the current PC

* Jump to kernel code: perform a sequence of save operations
» Save general purpose registers content into an object associated with the current thread
» Save system registers, including page table root address (CR3 in X86)

e Based on the interrupt type, decide what to do

* Switch back to user space - &
* Restore all the registers: general-purpose + system registers
e Jump back to the saved PC

&
&
.



Case Study: Memory
Management in Intel SGX



" Intel SGX Overview

* Enclave code/data map to PRM; Different enclaves access their own
memory region

App

Guest OS\ \

A\ |

Hypervisor \ \ \

\ 1

A Processor Reserved
SMM \ Q_ Memory (PRM)
Hardware




Security Tasks

* How do we ensure the runtime execution follows our expectation
(confidentiality and integrity of the execution)?

* How do we ensure the enclave code is the code that we want to
execute? (code integrity during initialization)

* DRAM security? How to deal with Rowhammer and Coldboot attacks?



Enclave Attestation and Sealing

* HW based attestation provides evidence that “this is the right
application executing on an authentic platform” (approach similar to
secure boot attestation)

HW-signed blob that includes
enclave identity information

Client Application Remote Platform

¥

Enclave ™

trusted communication channel



Virtual Address Space (Programmer's View)

Page Table per process

4KB

h

PA

Physical Address Space
(limited by DRAM size)

Enclave Range

4KB

&

Design choice: Let host

OS sets up page tables.
Why?

4KB

Processor
Reserved
Memory (PRM)

4KB

TEE performs additional checks



Malicious Address Translation #1

Virtual Address Space (Programmer's View)

Physical Address Space
Page Table per process (limited by DRAM size)

4KB h -
4KB

4KB

Enclave Range
Processor

Reserved
4KB Memory (PRM)

4KB




Virtual Address Space (Programmer's View)

Page Table per process

4KB

h

PA

Physical Address Space
(limited by DRAM size)

Enclave Range

4KB

&

\4

4KB

Processor ResehrKl —(\/\/\)

Memory (PR

4KB

Policy1: @
If VA belongs to enclave range,
Then PA must belong to PRM




Malicious Translation #2

Virtual Address Space (Programmer's View)

4KB

Enclave Range

4KB

VA

Page Table per process

PA

Physical Address Space
(limited by DRAM size)

4KB

Processor
Reserved
Memory (PRM)

4KB

Policy 2:
If VA does NOT belong to enclave
range, then it doesn’t map to PRM




Malicious Translation #3

Virtual Address Space (Programmer's View)

Physical Address Space
Page Table per process (limited by DRAM size)

4KB

Enclave Range .
4KB (belong to a
different enclave)
4KB
4KB
Policy 3:

If VA belongs to enclave range,
Then PA must belong to PRM




Malicious Translation #4

Application code written by

developer

— PASS -

FAIL

Application code seen by CPU

L»- 0x41000

errorOut () :
write error
return

PASS -

> 0x41000 X

YlerrorOut () :
lwrite error

—»> 0x42000

disclose():
write data
return

 L> 0x420007

‘lreturn

Egdisclose():
lwrite data
il return

Virtual | Page

 addresses :: tables | DRAM pages




Solution: Inverted Page Table

* For each page in the PRM, remember the mapping from
<PPN> =» <VPN, Enclave ID>
Keep the reversed page table in PRM, so privilege software cannot modify

* When to perform the check? (Review address translation process)
» After each address translation



Malicious Address Translation #5

A memory mapping attack that does not require modifying the page tables.

Page tables and DRAM before swapping

Virtual

Physical

Contents

0x41000

0x19000

errorOut

0x42000

0x1A000

disclose

:

e — —— -
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Page tables and DRAM after swapping
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Physical
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disclose

1
|
-

» disclose

- — ———
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A
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A

Need to bind the
virtual address
mapping with the
page content.



Solution: Page Encryption and Authentication

Physical Address Space
(limited by DRAM size)

Processor I°|

Reserved -
= t data, k
Memory (PRM) page = encrypt(page data, key)

4KB

MAC = (nonce, enclave ID,
VPN, key, page data)




Page tables and TLB
before swapping

Virtual

Physical

0x41000

0x19000

Malicious Address Translation #6

DRAM

Physical

Contents

0x42000

0x1A000

A 4

0x19000

errorOut

Y

Page tables after swapping

Virtual

Physical

0x41000

0x1A000

0x42000

0x19000

Stale TLB after swapping

Virtual

Physical

0x41000
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0x1A000

disclose
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—— Y . —7)

(<7 HDD/SSD

Y

Physical

Contents

0x19000

disclose

Y

A

A memory mapping attack that exploits stale TLB entries.

Need to make
sure TLB is
never stale.




Solution: Keep TLB up-to-date

* Keep an extra state in the inverted page table
* <PPN>=>» <VPN, Enclave ID>
e <PPN, state> =» <VPN, Enclave ID>
* Mark “blocked”

* Unset only until all the VPNs (can mapped by multiple enclaves) exist and
flush TLBs

* If the TLB has stale data, post address translation check will see the
physical address is “blocked”



méummary: SGX Memory Management

* #1: Maintain an inverted page table and check after every
address translation
Physical page in PRM -> (enclave ID, virtual page number)

e #2: Encrypt/decrypt upon page swap to non-PRM region
(nonce, enclave ID, virtual page number, key, page content) = MAC

* #3: Keep TLB state up-to-date

Upon page swap, block the page in the inverted page table and unblock only after all
the corresponding TLB entries are flushed



Additional Security Threats

* DRAM attacks: Rowhammer, Coldboot attacks

Processor Chip (socket)

Processor Chip (socket)

System Bus (logically)

>

core core core core
Integrated
Memory
Controller \- LLC LLC
<
Non-volatile

Memory (DRAM)

storage device

other I/O Devices




 What about side-channel attacks?
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_Controlled Channel attack

Application code written by

developer

—— PASS -

FAIL

Application code seen by CPU

L»- 0x41000

errorOut () :
write error
return

PASS -

> 0x41000 X

YlerrorOut () :
lwrite error

—»> 0x42000

disclose():
write data
return

 L> 0x420007

‘lreturn

Egdisclose():
lwrite data
il return

Virtual | Page

 addresses :: tables | DRAM pages




Software Guard Extensions (SGX) Security Model

Quote includes:

* “measurement”
* Data

e All signed by private key

Remote
Client



SGAxe-Bot @SGAxe_AaaS - Jun9
Aa a S Replying to @bascule
Your quote "Honest Andrew’s Jsed Cars, Certificates, and Genuine Intel SGX

(Atte Stat I O n a S a S e rV| C e ) Enclaves" has been signed. Your quote and instructions on how to verify it can

be found at gist.github.com/1afd7a8efa3e0e.... Visit sgaxe.com for more

information.
Will attest to anything tweeted at it
EPID Group ID: 0xb5 0x0b 0x00 0x00
S|gn ed 100+ q uotes within 2 hours Extended Group ID: 0x00 0x00 0x00 ©x00
PCE SVN: 0x0a 0x00
° 1 QE SVN: 6x0b 0x00
BIOCked by G Ith b b MRSIGNER: SGAxe: How SGX Fails in Practice
c MRENCLAVE: % When good enclaves go bad @SGAxe_AaaS
After the pu blic release of the paper, CPU SUN: Ox0e x0e 0x02 Ox05 0xO1 Ox80 X0 0X00
. Ox00 Ox00 0x00 Ox00 Ox00 OxOO0 Ox00 Ox00

key was still trusted for a whole Basename: // oxbd 0xa7 xed 0xF8 xS oxte oxce Oxfe

0x92 0xc9 Oxcc Ox4b 0x21 0x28 Oxf9 Ox8a
mo nt h 0xd2 0xc3 Ox75 0x9f Oxae Oxb5 Ox3f Ox5a

0xfb Oxb6 ©x98 Oxa8 Ox8f 0x53 Oxf8 0x23
Can’t update TCB quickly because Repoyf Data: Honest Andrew’s Used Cars, Certificates, and GeAtR¥ ffterS6RE
SG X users nee d to i N Sta I I B I OS This quote has been signed for you by a genuine Intel SGX enclave.

SGAxe-Bot's gists x Motifications / Twitter X | CacheOut X GitHub x

u pd ates &« ¢ o © | a8 github.com
H a r‘d COd ed IVI RS I G N E R p reve nts O r t Pull requests Issues Marketplace Explore
a b u S e Your account has been flagged.

Because of that, your profile is hidden from the public. If you believe this is a mistake, contact support to have your account status reviewed.




Foreshadow

« Uses Meltdown to directly read from the cache within the
enclave

— Contains decrypted PRM data
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Summary

* What can privileged software attackers do?

* How SGX defends against these

e Side-channel attacks on TEEs

e Read more:
* Intel SGX Explained; by Costan et al

* SoK: Understanding Designs Choices and Pitfalls of Trusted Execution
Environments; by Li et al
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