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RowHammer Mitigations: 
A game of cat and mouse



PARA: Probabilistic Row Activation
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Kim et al; Flipping Bits in Memory Without Accessing Them: An Experimental Study of DRAM Disturbance Errors; ISCA’14
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• Pick a probability “𝑝𝑝”

•After closing a row, we 
activate (i.e., refresh) one of 
its neighbors with a low 
probability: p = 0.005
• Question: how to pick “𝑝𝑝”? 

What is the consequence?



     

Probabilistic Activation in Real Life
(I)
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https://twitter.com/isislovecruft/status/1021939922754723841

https://twitter.com/isislovecruft/status/1021939922754723841


     

Probabilistic Activation in Real Life
(II)

7

https://twitter.com/isislovecruft/status/1021939922754723841

https://twitter.com/isislovecruft/status/1021939922754723841


Counter-based Row Activation 

• Maintain a counter to track the
number of accesses per row

• Increment the counter when
accessing a row

• When reaching the Maximum 
Activation Count (MAC), activate the
neighboring rows

• After activating, reset the counter

• Deployed in actual hardware 
(DDR4+DDR5) in 2016 as Targeted Row 
Refresh (TRR)

Architectural Support for Mitigating Row Hammering in DRAM Memories; Kim et al; CAL’15 9
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TRR

•Rowhammer is solved now, right?
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Timeline

'12 '14 '15'13 '16 '18'17 '19

pTRR DDR3
Intel reports pTRR on 
DDR3 server systems

pTRR DDR4
First DDR4 generation is 

pTRR protected

In-DRAM TRR
Earliest manufacturing date 
of RH-free DRAM modules

Last generation DIMMs we focus on
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Trrespass
• Memory vendors advertise RowHammer-free devices

• What is Target Row Refresh (TRR)? Not a single mitigation!

• Reverse-engineering of in-DRAM mitigations

• The Many-sided RowHammer

• Hammering up to 20 aggressor rows

• 3 major vendors all vulnerable: Samsung, Micron, SK Hynix

• Currently representing over 95% of the DRAM market
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DRAM Refresh

• DRAM is dynamic because data must be refresh periodically

• Retention time (i.e., 64ms)

• The MC issues a REFRESH command every 7.8µs

• Only a small portion of memory is refreshed with a command

• 8192 refreshes within a 64ms interval
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Building blocks

Abstractions: 

• Sampler
– Track aggressor rows activations
–  Keep a set of rows

• Inhibitor
– Prevent bit flips    
– Refresh victims
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Case study: Vendor C

How big is the sampler?
• Pick N aggressor rows
• Perform a series of hammers (activations of aggressors)

– 8K activations 
• After each series of hammers, issue R refreshes
• 10 Rounds

Activations Refreshes Activations Refreshes

Round
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TRRespass (Oakland 2020)

•Made the observation that not 
every row can be tracked
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Double sided Rowhammer Many sided Rowhammer 



Case study: Vendor C

18



Case study: Vendor C

19



Case study: Vendor C
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Case study: Observations

• The TRR mitigation acts on every refresh command
• The mitigation can refresh only a single victim within 

a refresh operation
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Case study: Vendor C
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Case study: Vendor C
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Case study: Observations

• The TRR mitigation acts on every refresh command

• The mitigation can refresh only a single victim within 
a refresh operation

• Sweeping the number of refresh operations and 
aggressor rows while hammering reveals the 
sampler size
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TRRespass: Results

• 42 DIMMS from 3 of the major vendors: Samsung, Micron, SK Hynix

• 95% of the market

• Testing 256MB of contiguous memory against the best pattern

• 13 DIMMs with bit flips

• Multiple effective patterns for each of them

• Bit flips with double refresh
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TRRespass (Oakland 2020)
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•Hammer too many rows for TRR to track them



Sychronized Hammering

• TRR Refreshes only occur at regular refreshed each 
interval
– Piggybacked on regular refresh mechanism 

• Only certain memory offsets within refresh interval are 
sampled

• Sychronizing a hammering pattern evades detection
– Access to a row always happens at same offset within a 

refresh interval
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•Rowhammer is solved this time, right?



Blacksmith (Oakland 2022)
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•Uniform patterns are easy to track

•They maximize aggressor throughput

•Try non-uniform patterns to bypass TRR

•Vary intensity, span multiple TREFI

•Bit flips found on all 40 dimms!
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Blacksmith (Oakland 2022)
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Browser Attacks from DDR4

• No clflush in browser
– Have to use eviction sets

• Eviction sets for a many-sided hammering pattern is really 
slow
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ny-sided Rowhammer in JavaScript Is Possible!

Many-sided Rowhammer inJavaScript Is 
Possible!

3
7

• Possible ifyou create a synchronized self-evicting pattern

• Despite allhardwareand softwaremitigations

• Re-enables past JavaScript-based Rowhammer attacks in 2021

• Built exploit for breaking out of the sandbox
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N-sided Hammering
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Multibank Hammering
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Multibank Hammering
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Multibank Hammering

0 8 5 7 1 9 4 6 2 7 3 8 0
3-sided Multibank Hammering

8x more flips per iteration with 4-bank, i7-7700

390 s average, 879× speedupsudo

1.56 bits/s, first on DDR4 memory

19 flips/1000 iters, 2 bank, 12th gen

0 7
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Multibank Hammering

First successful Rowhammer attack under Default 
Browser Settings on DDR4



DDR5 Mitigations
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•DDR4 is broken

•Need a new generation of DRAM to 
start over

•DDR5 explicitly designed to be Rowhammer 
free

•Density results in bit flips at only 3200 
activations



• State of the art techniques didn’t work on DDR5 DIMMS
• Even non-uniform patterns tracked
• What about non-form patterns spanning many refresh 

intervals?

Department Name 54



• Bit flips on all 15 Hynix DIMMS!

Department Name 55



Department Name 56



RowPress
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•TRR mechanisms rely on identifying 
frequently activated rows

•Rowpress achieves equal disturbance effects, 
with far fewer activations



Proposed Rowhammer Mitigations



Zebram

Department Name 59



Half-Double: Hammering From the Next Row Over

• Flips bits from 
more than 1 row 
away

Department Name 60



Counter-based Row Activation 

• Maintain a counter to track the number of accesses per row
• Increment the counter when accessing a row
• When reaching a threshold, activate the neighboring rows
• After activating, reset the counter

• How much storage overhead for RAC?
• Example: 8GB memory with 1M rows, each counter 2 bytes
• Answer?

• What factors affect the performance overhead?

Architectural Support for Mitigating Row Hammering in DRAM Memories; Kim et al; CAL’15 61



SRAM-based Trackers

• Naïve: one counter per row
• What is the problem?

• Do it smartly: using the Misra-Gries Algorithm
• The Rowhammer tracking problem is very similar to the 

frequent elements problem
• Given a stream of𝑾𝑾 items, the algorithm identifies all 

the items that appear more than 𝑻𝑻 times, as long as
𝑵𝑵𝒆𝒆𝒏𝒏𝒕𝒕𝒓𝒓𝒚𝒚 > 𝑾𝑾/𝑻𝑻− 𝟏𝟏

Row Address Count
0x1010 5
0x2020 7

… …

Spillover Count 2

𝑁𝑁
_entry

Graphene: Strong yet Lightweight Row Hammer Protection; Park et al; MICRO’20 62



Graphene Aggressor Tracking

Row address

Increment the 
estimated count by 

one

Insert new row address 
in that entry

Already in the 
table? (hit)

Any entry with the
same value as the
spillover count?

Increment the spillover 
count

N

Y
Y

N

Row Address Count
0x1010 5
0x2020 7
0x3030 3

ACT
(0x1010)

ACT 
(0x4040)

ACT 
(0x5050)

Spillover Count 2

Time

Row Address Count
0x1010 6
0x2020 7
0x3030 3

Spillover Count 2

Row Address Count
0x1010 6
0x2020 7
0x3030 3

Spillover Count 3

Row Address Count
0x1010 6
0x2020 7
0x5050 4

Spillover Count 3
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Graphene Analysis
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𝑵𝑵𝒆𝒆𝒏𝒏𝒕𝒕𝒓𝒓𝒚𝒚 > 𝑾𝑾/𝑻𝑻− 𝟏𝟏
• In the original paper (2020)

• 𝑾𝑾Max number of ACTs in a refresh window: 1,360K
• 𝑻𝑻 Threshold for aggressor tracking: 12.5K (actual threshold = 3.2K)
• 𝑵𝑵𝒆𝒆𝒏𝒏𝒕𝒕𝒓𝒓𝒚𝒚 Number of table entries: 108
• Each entry: 16 bits for row address; 15 bits for counting value up to 𝑻𝑻
• Memory type: Content-addressable memory (CAM)

• Using more realistic values for W and T on modern machines 
results in over 50x higher N_entry

• How about Rowpress?



66

Mitigation Design Considerations

• Cost

• Performance

• Usability

• security
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